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unico caso di firewall open source per Windows
si basa su Winsock
molto spartano

consente di definire delle regole di accesso al PC associate a
programmi oppure a indirizzi

registra in una finestra di log tutti le operazioni in uscita e in
entrata in modo dettagliato (non e possibile salvare il risultato
in un file!)

non gestisce degli avvisi automatici per accessi indesiderati
necessario valutare alternative
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E& isafer - F/W

- BX
w FIW Rule Set W Security Level l &% Firewall Log | Shared Fnldersl @ Port Scan ]

Active Sercurity Level

Setting the secunty level of current Lser
Llse the slider to set the security level then click the <Apply> button to set

- - Level : Medium

- CURREMT SELECTED LEVEL:

- Allow anly Well - Known Ports

- All dened IPfPorts in the rule set are hlocked
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D iSafer - FireWall Rule Editor

& P Rule |Ja Application Rule

Input IP AddressiPort Range and permission to create a firewall rule

" Rule for single IP Address
& Rule for a range of IP Addresses
¢ Rule applied to all IP Addresses

From IP: To IP:
172 .26 .0 .80 ~ [ 172,26 .0 .85

" Rule for a single Port
 Rule for a range of ports
& Rule applied to all parts

From Part: To Port:
oooo ~ 69535

& Allow Access
 Deny Access

-‘:;G Ok | 9 Cancel
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E& isafer - F/W

iISafer — Finestra di Log

w FM Rule Set l % SecurityLevel  ©° Firewall Lag l.}"i: Shared Fnldersl & PortScan l

Fivv Log

Time | Direction | Permissi... | IP | HostMame | Port |App|icatinn Fath

DEE:DT:EQ:ED# ouUT DEMY 245340169 245340 1434 chprogrammiimicrosoft sol semerr
ﬂEE:DB:m:DdE [~ ALLOMWY 193.206.140.37 na.mirrar.... a0 ciprogrammilinternet exploreniexp
DEE:DB:EH A06 ouUT DEMY 187.204.83.135 187.204.8... 1434  chprogrammiimicrosoft sgl senerr
DEE:DE:EH A16 QuUT DEMNY 23232121584 2234 1434 chprogrammiimicrosoft sl serverit
DEE:DE:EH 516 QuUT DEMNY 119.62174.85 196217 1434 chprogrammiimicrosoft sl servert
DEE:DE:EH 526 QuT DEMNY 169173.46.134 1691734, 1434 ciprogrammiimicrosoft sgl servert
ﬂEE:DB:DE:mT [I ALLOWY 193.206.140.37 na.rmirrar..... a0 clprogrammilinternet exploreniexp
ﬂEE:DB:DE:SEQ [ ALLOYWY 12148838010 csca-200.. an clprogrammilinternet exploreniexp
ﬂEE:DB:DE:SEQ [I ALLOWY A4.94 11011 csca-200.. an ciprogrammilinternet exploreniexp
ﬂEE:DB:DB:BEQ Ir ALLOWY 193.206.140.37 na.mirrar..... a0 cprogrammilinternet exploreriexp
DEE:DB:DB:EEQ QuT DEMNY B1.230147.104 B1.23014.. 1434 chprogrammivmicrosoft sgl serveri
DEE:DB:DB:EBQ ouUT DEMY 8Y.83.96.71 a7.83.96.... 1434 chprogrammiimicrosoft sol seners
DEE:DB:DB:EBQ ouUT DEMY 9.244 67 6BR 9244 670 1434 chprogrammiimicrosoft sgl semnerr
ﬂzz:ns:m:sm [~ ALLOMWY 193.206.140.37 na.mirrar.... a0 ciprogrammilinternet exploreniexp
DEE:DB:DE:E#E ouUT DEMY 243126163.248 2431261, 1434 ciprogrammitmicrosoft sl servert
DEE:DB:DE:E#E ouUT DEMY 83.229227133 8322522 1434 chprogrammiimicrosoft sgl seners
DEE:DE:DE:EEE QuUT DEMNY 111.66.2.34 111.66.2.... 1434 chprogrammiimicrosoft sl serverit
ﬂEE:DE:DE:DDE [I ALLOYWY 193.206.140.37 na.mirrar..... a0 clprogrammilinternet exploreniexp X
< [ »
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e nella top-ten dei progetti open source piu attivi

tempi di disponibilita delle signature spesso migliore dei
prodotti commerciali

possibilita di programmare lo scan dei dischi (o parti di
esso)

file di update scaricati in automatico da internet (in base a
quanto configurato)

integrato con Windows Explorer per effettuare lo scan di un
singolo file

scan delle email in entrata e in uscita con Outlook (non
Outook Express!!)

buona documentazione e ottimo supporto
manca lo scan in tempo reale
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4® ClamWin Preferences _ Scheduled Scan ['5_(|

Ermail Alerts ] Archives ] File Lacationz ] Fepartz ] Advanced ] Schedule
General l Filters ] Internet Updates ] Prowy ] Scheduled Scans ] Scarning Frequency: |Dai|_l,l ﬂ
Scanning Options Time: 183000 i‘

[v Scan ln Subdirectories

[v Dizplay Infected Files Only Day Of The ‘week: | J
|nfected Files Scan Folder:

" Bepart Only |D:HD-:u:umenti J
" Bemove [Use Carefully) Description;

* Move To Quarantine Folder:

|E:HD ocuments and Settingzhall Usersh, clammin.guarantine J

|Scan di document]

[vw Activate Thiz Schedule

s | Cancel | SEk

] | Cancel
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42 ClamWin Preferences

Email &lerts ] Archives ] File Locations ] Reports ] Advanced ]
General ] Filters Intemet Updates l Prowy ] Scheduled Scans ]

v Enable Autamatic Yins Database Updates

Download Site ; |datahase. clamaw. net
Update Frequency: |Dai|y jlime; |1E:E|Ei;nn j
Day O The Wesk: | =]

v Update iz Database On Logan

QK Cancel
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4® ClamWin Preferences

Eeneral ] Filters ] Intemet Updates ] Prosy ] Scheduled Scans ]
Email Alertz ] Archives ] File Locations Reports l Advanced ]

Scan Report File:

C:\Docurents and Settingshall Uzersh. clamwinsloghClamS canlog. b

Yirus Database Update Report File:
|E:'ann:ument3 and Settingz'All Uzersh, clamwinloghClaml pdatel og. bt J

v Cizplay Pop-up Motification Messages In T askbar

QE Cancel
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42 ClamWin Free Antivirus

File Tools Help

3 9&

Select a folder or a file to zcan
[Hald Shift key to zelect multiple files or falders)

Scan I Cloge
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utilizzare un programma antivirus
aggiornare le definizioni dei virus giornalmente
attenzione agli attachment delle email (.exe, .vbs, .shs)

effettuare uno scan di tutti i floppy e di tutti i dischi
removibili

eseguire Windows update

utilizzare dei programmi per rilevare e rimuovere spyware
rendere visibili le estensioni dei file

disabilitare I'esecuzione di script all’'interno delle email
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Grazie per |'attenzione!
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